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QUESTION 1 

A server running Linux is providing support for virtual machines along with DNS and DHCP services for a 

small business. Which technology does this represent? 

A. Type 1 hypervisor

B. Type 2 hypervisor

C. hardware pass-thru

D. container

Answer: B 

QUESTION 2  

How do cloud deployments differ from on-premises deployments? 

A. Cloud deployments are more customizable than on-premises deployments

B. Cloud deployments have lower upfront cost that on-premises deployments

C. Cloud deployments require longer implementation times than on-premises deployments

D. Cloud deployments require less frequent upgrades than on-premises deployments

Answer: B 

QUESTION 3 
What is the purpose of the LISP routing and addressing architecture? 

A. It creates two entries for each network node, one for its identity and another for its location on the network

B. It allows LISP to be applied as a network virtualization overlay through encapsulation

C. It allows multiple instances of a routing table to co-exist within the same router

D. It creates head-end replication used to deliver broadcast and multicast frames to the entire network

Answer: A 

QUESTION 4 
Which definition describes JWT in regard to REST API security? 

A. an encrypted JSON token that is used for authentication

B. an encrypted JSON token that is used for authorization

C. an encoded JSON token that is used for authentication

D. an encoded JSON token that is used to securely exchange information

Answer: C 



 

QUESTION 5  

  
Refer to the exhibit. PC-1 must access the web server on port 8080. To allow this traffic, which statement must 

be added to an access control list that is applied on SW2 port G0/0 in the inbound direction? 

A. permit tcp host 192.168.0.5 lt 8080 host 172.16.0.2 

B. permit tcp host 192.168.0.5 eq 8080 host 172.16.0.2 

C. permit tcp host 192.168.0.5 host 172.16.0.2 eq 8080 

D. permit tcp host 172.16.0.2 host 172.16.0.2 eq 8080 

 

Answer: B 

 

 

QUESTION 6  

  

Refer to the exhibit. A network engineer must configure a password expiry mechanism on the gateway router 

for all local passwords to expire after 60 days. What is required to complete this task? 

A. No further action is required. The configuration is complete 

B. Add the username admin privilege 15 common-criteria-policy Administrators password 0 Cisco13579! 

command 

C. The password expiry mechanism is on the AAA server and must be configured there 

D. Add the aaa authentication enable default Administrators command 

 

Answer: B 

 



 

QUESTION 7  

 

Refer to the exhibit. An engineer must establish eBGP peering between router R3 and router R4. Both routers 

should use their loopback interfaces as the BGP router ID. Which configuration set accomplishes this task? 

A. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.4.4.4 remote-as 100 
R3(config-router)# neighbor 10.4.4.4 update-source Loopback0 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.3.3.3 remote-as 200 
R4(config-router)# neighbor 10.3.3.3 update-source Loopback0 
 

B. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.24.24.4 remote-as 100 
R3(config-router)# bgp router-id 10.3.3.3 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.24.24.3 remote-as 200 
R4(config-router)# bgp router-id 10.4.4.4 

 

C. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.4.4.4 remote-as 100 
R3(config-router)# bgp router-id 10.3.3.3 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.3.3.3 remote-as 200 
R4(config-router)# bgp router-id 10.4.4.4 
 

D. R3(config)# router bgp 200 
R3(config-router)# neighbor 10.24.24.4 remote-as 100 
R3(config-router)# neighbor 10.24.24.4 update-source Loopback0 
 
R4(config)# router bgp 100 
R4(config-router)# neighbor 10.24.24.3 remote-as 200 
R4(config-router)# neighbor 10.24.24.3 update-source Loopback0 

 

Answer: B 

 



 

QUESTION 8  

  
Refer to the exhibit. Assuming the WLC's interfaces are not in the same subnet as the RADIUS server, which 

interface would the WLC use as the source for all RADIUS-related traffic?  

A. the interface specified on the WLAN configuration  

B. any interface configured on the WLC  

C. the controller management interface  

D. the controller virtual interface  

 

Answer: A  

 

 

QUESTION 9  

A network administrator applies the following configuration to an IOS device.  

aaa new-model  

aaa authentication login default local group tacacs+ 

What is the process of password checks when a login attempt is made to the device?  

A.  A TACACS+ server is checked first. If that check fail, a database is checked  

B.  A TACACS+ server is checked first. If that check fail, a RADIUS server is checked. If that check fail, a 

local database is checked  

C.  A local database is checked first. If that fails, a TACACS+ server is checked, if that check fails, a RADIUS 

server is checked  

D.  A local database is checked first. If that check fails, a TACACS+ server is checked  

 

Answer: D  

 



QUESTION 10  

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface 

GigabitEthernet0/3 while ignoring other VLAN traffic on the same interface? 

 

A. monitor session 2 source interface gigibitethernet0/3 tx 

monitor session 2 filter vlan 1 – 2, 4 - 4094 

 

B. monitor session 2 source interface gigibitethernet0/3 rx 

monitor session 2 filter vlan 1 – 2, 4 - 4094 

 

C. monitor session 2 source interface gigibitethernet0/3 tx 

monitor session 2 filter vlan 3 

 

D. monitor session 2 source interface gigibitethernet0/3 rx 

monitor session 2 filter vlan 3 

 

Answer: C 

 

QUESTION 11  

 

Refer to the exhibit. Which JSON syntax is derived from this data? 

A. {[{‘First Name’: ‘Johnny’, ‘Last Name’: ‘Table’, ‘Hobbies’: [‘Running’, ‘Video games’]},{‘First Name’: 

‘Billy’, ‘Last Name’: ‘Smith’, ‘Hobbies’: ‘Napping’, ‘Reading’}]} 

B. {‘Person’:[{‘First Name’: ‘Johnny’, ‘Last Name’: ‘Table’, ‘Hobbies’: ‘Running’, ‘Video games’},{First 

Name’: ‘Billy’, ‘Last Name’: ‘Smith’, ‘Hobbies’: ‘Napping’, ‘Reading’}]} 

C. {[{‘First Name’: ‘Johnny’, ‘Last Name’: ‘Table’, ‘Hobbies’: ‘Running’, ‘Video games’},{‘First Name’: 

‘Billy’, ‘Last Name’: ‘Smith’, ‘Hobbies’: ‘Napping’, ‘Reading’}]} 

D. {‘Person’:[{‘First Name’: ‘Johnny’, ‘Last Name’: ‘Table’, ‘Hobbies’:[‘Running’, ‘Video games’]}, {‘First 

Name’: ‘Billy’, ‘Last Name’: ‘Smith’, ‘Hobbies’:[‘Napping’, ‘Reading’]}]} 

 

Answer: D 



QUESTION 12  

Which method creates an EEM applet policy that is registered with EEM and runs on demand or manually?  

A.  event manager applet ondemand  
event manual  
action 1.0 syslog priority critical msg ‘This is a message from ondemand’  
 

B.  event manager applet ondemand  
event none  
action 1.0 syslog priority critical msg ‘This is a message from ondemand’  
 

C.  event manager applet ondemand  
action 1.0 syslog priority critical msg ‘This is a message from ondemand’  
 

D.  event manager applet ondemand  
event register  
action 1.0 syslog priority critical msg ‘This is a message from ondemand’  

 

Answer: B 

 

QUESTION 13  

  
Refer to the exhibit. Which Python code snippet prints the descriptions of disabled interfaces only? 

A. for interface in netconf_data["GigabitEthernet"]: 

if interface["enabled"] != ‘true’: 

   print(interface["description"]) 

 

B. for interface in netconf_data["GigabitEthernet"]: 

if interface["enabled"] != ‘true’: 

print(interface["description"]) 

 

C. for interface in netconf_data["GigabitEthernet"]: 

if interface["enabled"] != ‘false’: 

   print(interface["description"]) 

 

D. for interface in netconf_data["GigabitEthernet"]: 

print(interface["enabled"]) 

print(interface["description"]) 

 

Answer: A 



 

QUESTION 14  

  
Refer to the exhibit. Which HTTP JSON response does the Python code output give? 

A. NameError: name 'json' is not defined 

B. 7.61 

C. 7.0(3)l7(4) 

D. KeyError: 'kickstart_ver_str' 

 

Answer: C 

 

 

QUESTION 15  

A customer has a wireless network deployed within a multi-tenant building. The network provides client access, 

location-based services, and is monitored using Cisco DNA Center. The security department wants to locate and 

track malicious devices based on threat signatures. Which feature is required for this solution? 

A. Cisco aWIPS polices on the WLC 

B. Cisco aWIPS polices on Cisco DNA Center 

C. malicious rogue rules on the WLC 

D. malicious rogue rules on Cisco DNA Center 

 

Answer: B 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/b_wl_17_11

_cg_chapter_010001100.html 

 

 



QUESTION 16  
Which exhibit displays a valid JSON file? 

A.  

 

 

 

 

 

 

B.  

 

 

 

 

 

 

C.  

 

 

 

 

 

 

D.  

 

 

 

 

 

 

Answer: B 

 

 

QUESTION 17  
What are two considerations when using SSO as a network redundancy feature? (Choose two) 

A. both supervisors must be configuring separately 

B. the multicast state is preserved during switchover 

C. requires synchronization between supervisors in order to guarantee continuous connectivity 

D. must be combined with NSF to support uninterrupted Layer 2 operations 

E. must be combined with NSF to support uninterrupted Layer 3 operations 

 

Answer: C, E 

 



QUESTION 18  

  

Refer to the exhibit. SwitchC connects HR and Sales to the Core switch. However, business needs require that 

no traffic from the Finance VLAN traverse this switch. Which command meets this requirement? 

A. SwitchC(config)# vtp purning vlan 110 

 

B. SwitchC(config)# interface port-channel 1 

SwitchC(config-if)# switchport trunk allowed vlan add 210,310 

 

C. SwitchC(config)# interface port-channel 1 

SwitchC(config-if)# switchport trunk allowed vlan remove 110 

 

D. SwitchC(config)# vtp pruning 

 

Answer: C 



 

QUESTION 19 

  
Refer to the exhibit. The EtherChannel between SW2 and SW3 is not operational. Which action resolves this 

issue? 

A. Configure the channel-group mode on SW3 Gi0/1 to active 

B. Configure the channel-group mode on SW2 Gi0/1 to on 

C. Configure the mode on SW2 Gi0/1 to access 

D. Configure the mode on SW2 Gi0/0 to trunk 

 

Answer: D 

 

 

QUESTION 20  
Which component of the Cisco Cyber Threat Defense solution provides user and flow context analysis? 

A. Cisco Firepower and FireSIGHT 

B. Cisco Stealthwatch system 

C. Cisco Web Security Appliance 

D. Advanced Malware Protection 

 

Answer: B 

 



QUESTION 21  

  
Refer to the exhibit. Which router is the designated router on the segment 192.168.0.0/24?  

A. Router NewYork because it has a higher router ID. 

B. This segment has no designated router because it is a non-broadcast network type.  

C. This segment has no designated router because it is a p2p network type.  

D. Router Chicago because it has a lower router ID  

 

Answer: C  

OSPF Point-to-Point 網絡類型下，是不會和另一方 Router 做 DR 選舉。根據 Chicago 的 show ip ospf 

nei 的顯示和 NewYork router 2.2.2.2 是 Full / - 狀態，即大家已建立鄰接關係，但沒有角色之分。 

 

 

QUESTION 22  

  



Refer to the exhibit. When applied to the Atlanta router, which command reduces type 3 LSA flooding into the 

backbone area and summarizes the inter-area routes on the Dallas router? 

A. Atlanta(config-router)# area 0 range 192.168.0.0 255.255.248.0 

B. Atlanta(config-router)# area 0 range 192.168.0.0 255.255.252.0 

C. Atlanta(config-router)# area 1 range 192.168.0.0 255.255.248.0 

D. Atlanta(config-router)# area 1 range 192.168.0.0 255.255.252.0 

 

Answer: D 

 

 

QUESTION 23  
Which method does Cisco DNA Center use to allow management of non-Cisco device through southbound 

protocols? 

A. It creates device packs through the use of an SDK 

B. It uses an API call to interrogate the devices and register the returned data 

C. It obtains MIBs from each vendor that details the APIs available 

D. It imports available APIs for the non-Cisco device in a CSV format 

 

Answer: A 

Multivendor Support (Southbound) 

Cisco DNA Center allows customers to manage their non-Cisco devices through the use of a Software 

Development Kit (SDK) that can be used to create Device Packages for third-party devices. 

Encapsulation of third-party components allows for an integrated view of the network consistent with the DNA 

Center abstraction. A Device Package enables Cisco DNA Center to communicate to third-party devices by 

mapping Cisco DNA Center features to their southbound protocols. 

https://developer.cisco.com/docs/dna-center/#!cisco-dna-center-platform-overview/multivendor-support-southbound 

 

 

QUESTION 24  
When a wireless client roams between two different wireless controllers, a network connectivity outage is 

experience for a period of time. Which configuration issue would cause this problem?  

A. Not all of the controllers in the mobility group are using the same mobility group name.  

B. Not all of the controllers within the mobility group are using the same virtual interface IP address.  

C. All of the controllers within the mobility group are using the same virtual interface IP address.  

D. All of the controllers in the mobility group are using the same mobility group name.  

 

Answer: B  

Explanation/Reference: 

A prerequisite for configuring Mobility Groups is “All controllers must be configured with the same virtual 

interface IP address”. If all the controllers within a mobility group are not using the same virtual interface, 

inter-controller roaming may appear to work, but the handoff does not complete, and the client loses 

connectivity for a period of time. -> Answer B is correct.  

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/mobility_groups.html 



QUESTION 25  

  

Refer to the exhibit. Which configuration change will force BR2 to reach 209.165.201.0/27 via BR1? 

A. Set the MED to 1 on PE2 toward BR2 outbound 

B. Set the origin to igp on BR2 toward PE2 inbound 

C. Set the weight attribute to 65,535 on BR1 toward PE1 

D. Set the local preference to 150 on PE1 toward BR1 outbound 

 

Answer: A 

 

 

QUESTION 26  

Which AP mode allows a support AP to function like a WLAN client would, associating and identifying client 

connectivity issues? 

A. client mode 

B. SE-connect mode 

C. sensor mode 

D. sniffer mode 

 

Answer: C 



 

QUESTION 27  

  

Refer to the exhibit. A network engineer configures OSPF and reviews the router configuration. Which 

interface or interfaces are able to establish OSPF adjacency? 

A. only GigabitEthernet0/1 

B. only GigabitEthernet0/0 

C. GigabitEthernet0/1 and GigabitEthernet0/1.40 

D. GigabitEthernet0/1 and GigabitEthernet0/1 

 

Answer: B 

GigabitEthernet0/1.40 和 GigabitEthernet0/1 都顯示 No Hello (Passive Interface)。不會傳送 Hello Packet 

繼而不會和鄰接 Router 建立 OSPF adjacency。 

 



QUESTION 28  

  

Refer to the exhibit. An engineer is troubleshooting a connectivity issue and executes a traceroute. What does 

the result confirm? 

A. The protocol is unreachable 

B. The probe timed out 

C. The destination port is unreachable 

D. The destination server reported it is too busy 

 

Answer: B 

probe timed out 時間係 3000 milliseconds (即是 3 秒)，如果在 3 秒內收不到回覆，便會出 * 代表 timed out 

 

QUESTION 29  

  

Refer to the exhibit. A network engineer must configure NETCONF. After creating the configuration, the 

engineer gets output from the command show line, but not from show running-config. Which 

command completes the configuration? 

A. Device(config)# netconf max-sessions 100 

B. Device(config)# netconf max-message 1000 

C. Device(config)# netconf lock-time 500 

D. Device(config)# no netconf ssh acl 1 

 

Answer: B 

 

QUESTION 30  
Which deployment option of Cisco NGFW provides scalability? 

A. tap 

B. clustering 

C. high availability 

D. inline tap 

 

Answer: B 



QUESTION 31 

  

Refer to the exhibit. An engineer attempts to configure a router on a stick to route packets between Clients, 

Server, and Printers; however, initial tests show that this configuration is not working. Which command set 

resolves this issue? 

A. interface Vlan10 
no ip vrf forwarding Clients 
! 
interface Vlan20 
no ip vrf forwarding Servers 
! 
interface Vlan30 
no ip vrf forwarding Printers 

 
B. interface Vlan10 

no ip vrf forwarding Clients 
ip address 192.168.1.1 255.255.255.0 
! 
interface Vlan20 
no ip vrf forwarding Servers 
ip address 172.16.1.1 255.255.255.0 
! 
interface Vlan30 
no ip vrf forwarding Printers 
ip address 10.1.1.1 255.255.255.0 

 
C. router eigrp 1 

network 10.0.0.0 255.0.0.0 
network 172.16.0.0 255.255.0.0 
network 192.168.1.0 255.255.0.0 

 
D. router eigrp 1 

network 10.0.0.0 255.255.255.0 
network 172.16.0.0 255.255.255.0 
network 192.168.1.0 255.255.255.0 

 
Answer: B 



 

QUESTION 32  
What are two characteristics of VXLAN? (Choose two) 

A. It extends Layer 2 and Layer 3 overlay networks over a Layer 2 underlay 

B. It uses VTEPs to encapsulate and decapsulate frames 

C. It allows for up to 16 million VXLAN segments 

D. It lacks support for host mobility 

E. It has a 12-bit network identifier 

 

Answer: B, C 

* VXLAN uses VTEP devices in order to map tenants end devices to VXLAN segment and in order to perform 

VXLAN encapsulation and decapsulation. 

* 802.1Q VLAN identifier space is only 12 bits. The VXLAN identifier space is 24 bits. This doubling in size 

allows the VXLAN ID space to increase over 400000 percent to 16 million unique identifiers. 

Virtual Extensible LAN and Ethernet Virtual Private Network 

https://www.cisco.com/c/en/us/support/docs/lan-switching/vlan/212682-virtual-extensible-lan-and-ethernet-virt.html 

 

 

 

QUESTION 33  

  

Refer to the exhibit. Running the script causes the output in the exhibit. What should be the first line of the 

script? 

A. from ncclient import manager 

B. import manager 

C. from ncclient import * 

D. ncclient manager import 

 

Answer: C 

 

 

 

 



QUESTION 34  

  
Refer to the exhibit. An engineer must deny Telnet traffic from the loopback interface of router R3 to the 

loopback interface of router R2 during the weekend hours. All other traffic between the loopback interface of 

routers R3 and R2 must be allowed at all times. Which command set accomplishes this task? 

A. R1(config)# time-range WEEKEND 

R1(config-time-range)# periodic Friday Sunday 00:00 to 00:00 

R1(config)# access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND 

R1(config)# access-list 150 permit ip any any 

R1(config)# interface G0/1 

R1(config-if)# ip access-group 150 in 

 

B. R1(config)# time-range WEEKEND 

R1(config-time-range)# periodic Friday Sunday 00:00 to 23:59 

R1(config)# access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND 

R1(config)# access-list 150 permit ip any any 

R1(config)# interface G0/1 

R1(config-if)# ip access-group 150 in 

 

C. R3(config)# time-range WEEKEND 

R3(config-time-range)# periodic Saturday Sunday 00:00 to 23:59 

R3(config)# access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND 

R3(config)# access-list 150 permit ip any any time-range WEEKEND 

R3(config)# interface G0/1 

R3(config-if)# ip access-group 150 out 

 

D. R3(config)# time-range WEEKEND 

R3(config-time-range)# periodic weekend 00:00 to 23:59 

R3(config)# access-list 150 permit tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND 

R3(config)# access-list 150 permit ip any any time-range WEEKEND 

R3(config)# interface G0/1 

R3(config-if)# ip access-group 150 out 

 

Answer: B 



QUESTION 35  

  

Refer to the exhibit. Only administrator from the subnet 10.10.10.0/24 are permitted to have access to the router. 

A secure protocol must be used for the remote access and management of the router instead of clear-text 

protocol. Which configuration achieves this goal? 

A. access-list 23 permit 10.10.10.0 0.0.0.255 

line vty 0 15 

access-class 23 in 

transport input ssh 

 

B. access-list 23 permit 10.10.10.0 255.255.255.0 

line vty 0 15 

access-class 23 in 

transport input ssh 

 

C. access-list 23 permit 10.10.10.0 0.0.0.255 

line vty 0 4 

access-class 23 in 

transport input ssh 

 

D. access-list 23 permit 10.10.10.0 0.0.0.255 

line vty 0 15 

access-class 23 out 

transport input all 

 

Answer: A 

要用安全和加密的協定一定是 Secure Shell，所以答案 D 的 transport input all 是錯。 

因為 Router 的 VTY 介面分別是 0-4 和 5-15，所以執行 access list 的範圍要覆蓋 0-15，所以答案 C 是錯。 

答案 B 的 access list 指令中錯誤使用了 subnet mask 255.255.255.0，應該用 wildcard 0.0.0.255 代表。

所以最後只有答案 A 是全正確。 



Drag and Drop Questions 
 

QUESTION 1  

Drag and drop the characteristics from the left onto the routing protocols they describe on the right. 

 
 

Answer:  

 
 

 

 

 

 

 

 

 

 

 

 

 



QUESTION 2  

Drag and characteristics from the left onto the routing protocols they describe on the right. 

 

 

Answer: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



QUESTION 3  

Drag and drop the characteristics from the left onto the routing protocols they describe on the right. 

 

 

Answer: 

 

 

 

 



QUESTION 4  

Drag and drop the characteristics from the left onto the protocols they apply to on the right. 

 

 

Answer: 
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Simulation 2  

 

 

 

 

 

 

 



Simulation 3  

 

 

 

 

 

 

 




